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I DA E St ude nt  Pr i vac y  Po l ic y    I DA E 

`  ( Se e  B CB K ,  I CAA ,  I I )   

 The  ex ec u t i ve  d i r ec t or ,  t he  b oa r d  a nd  s t a f f  s ha l l  p r o t ec t  t he  r i gh t  

o f  p r i va cy  of  s t u den t s  a nd  t he i r  f a mi l i e s  i n  con nec t i o n  wi t h  a ny  s ur ve ys  o r  

ph ys i ca l  exa mi na t i ons  c on duc t e d ,  a s s is t ed  or  a u t hor i z ed  b y  t he  b oa r d  or  

a d mi n i s t r a t i on .   The  s er v i ce  cen t e r  s ha l l  ann ua l l y  p r ov i de  pa r en t s  no t i ce  

o f  t he i r  r i gh t s  unde r  t he  P r o t ec t i on  of  Pu pi l  r i gh t s  Ame n d ment  a nd  t he  

S t ude nt  D a ta  P r i va cy  Ac t ,  a t  t he  b eg i nn i ng  of  ea ch  s cho ol  

 yea r ,  a nd  a t  a ny  o t he r  t i me  t he  s e r v i ce  cen t e r  po l i c i e s  i n  t he  a r ea  a r e  

s ub s t a n t ia l l y  cha nged .  

 S t ude nt  D a ta  R es t r i c t i ons  

 An y  s t ude nt  da t a  s ub mi t t ed  t o  a nd  ma i n t a i ned  b y  a  s ta t ewi de  

l on gi t ud i na l  s t uden t  da t a  s ys t em s ha l l  on l y  b e  d i s c l os e d  i n  a ccor da nce  

wi t h  t he  S t u de nt  D a ta  Pr i va cy  Ac t .  D i s c l osur e  o f  a l l  o t he r  s t uden t  da t a  o r  

s t uden t  r ecor d  i n for ma t i on  ma i n t a i ned  i s  gove r ned  b y  t he  Fa mi l y  

E duca t i ona l  R i gh t s  a nd  P r i va cy  Ac t  ( “ FE R PA” ) .  

 An nua l  wr i t t en  no t i ce  p r e s en t ed  t o  pa r en t s  a nd  l ega l  gua r d ia ns  o f  

s e r v i ce  cen t e r  s t uden t s  s ha l l :  1 )  r eq u i r e  pa r en t  o r  gua r d ia n’ s  s i gna t ur e ;  

a nd  2 )  s ha l l  s ta t e  s t uden t  da t a  s ub mi t t ed  t o  a nd  ma i n t a i ned  b y  a  s ta t ewi de  

l on gi t ud i na l  da ta  s ys t e m onl y  b e  d i s c l os ed  a s  fo l l ows .  

 S t ude nt  da t a  ma y  b e  d i s c l os ed  t o :  

•  The  a u t h or i z ed  pe r s onne l  o f  a n  ed uca t i on a l  a gency  or  t he  s t a t e  

b oa r d of  r egen t s  who r eq u i r e  d i s c l os ure s  t o  pe r for m a ss i gned  

du t i e s ;  a nd   

•  The  s t ude nt  a nd  t he  pa r en t  o r  l ega l  gua r d i a n  of  t he  s t uden t ,  

p r ov i d ed  t he  da t a  pe r ta i ns  s o l e l y  t o  t he  s t uden t .  
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 S t ude nt  da t a  ma y  b e  d i s c l os ed  t o  a u t hor iz ed  pe r s onne l  o f  a ny  

s t a t e  a gency ,  o r  t o  a  s er v i ce  p r ov i de r  o f  a  s ta t e  a gency ,  ed uca t i ona l  

a gency ,  o r  s chool  pe r for mi ng  i ns t r uc t i on ,  a s s es s me nt ,  o r  l ong i t ud i na l  

r epor t i ng ,  p r ov i de  a  da ta - s ha r i ng  a gr eeme nt  b e t ween  t he  educa t i ona l  

a gency  a nd  o t he r  s ta t e  a gency  or  s e r v i ce  p rov i de r  p r ov i des  t he  f o l l owi ng:  

•  pur p os e ,  s cope  a nd  d ur a t i on  of  t he  da t a - s ha r i ng  a gr eeme nt ;  

•  r ec i p i en t  o f  s t uden t  da t a  us e  s uch  i n for ma t i o n  s o l e l y  fo r  t he  

pur p os es  s pec i f i ed  i n  a gr ee ment ;  

•  r ec i p i en t  s ha l l  compl y  wi t h  da t a  a ccess ,  us e ,  a nd  s ecur i t y  

r e s t r i c t i ons  s pec i f i ca l l y  de s c r ib ed  i n  a gr eeme nt ;  a nd   

•  s t uden t  da t a  s ha l l  b e  de s t r oyed  w hen  n o  l onge r  neces s a r y  fo r  

pur p os es  o f  t he  da ta - s ha r i ng  a gr eeme nt  o r  upo n  ex pi r a t i on  of  t he  

a gr eeme nt ,  whi che ve r  occ ur s  f i r s t .  

 *A s e r v i ce  p r ov i de r  enga ged  t o  pe r for m a  func t i on  of  i ns t r uc t i on  

ma y  b e  a l l owed  t o  r e t a i n  s t uden t  t r a ns c r i p t s  a s  r eq u i r ed  b y  

a pp l i ca b l e  la ws  a nd  r u l e s  a nd  r egu l a t i ons .  D es t r uc t i on  s ha l l  co mpl y  

wi t h  t he  N ISTSP 8 0 0 -8 8  s ta nda r ds  o f  da ta  de s t r uc t i on .  

 Unl e s s  a n  a du l t  s t ude n t  o r  pa r en t  o r  gua r d i a n  of  a  mi n or  s t uden t  

p r ov i d es  wr i t t en cons en t  t o  d i s c l os e  pe r s o na l l y  i den t i f i a b l e  s t uden t  da t a ,  

s t uden t  da t a  ma y  on l y  b e d i s c l os ed  t o  a  gove r n ment a l  en t i t y  no t  s pec i f i ed  

a b ove  or  a ny  pub l i c  o r  p r i va t e  a ud i t  a nd  eva l ua t i on  or  r e s ea r ch 

or ga ni za t i on  i f  t he  da ta  i s  a ggr ega t e  da ta .  “ Aggr ega t e  da ta”  mea ns  da ta  

co l l ec t ed  or  r epor t ed  a t  t he  g r ou p ,  coh or t ,  o r  i ns t i t u t i ona l  l eve l  a nd  whi ch  

con t a i ns  no  p e r s ona l l y  i den t i f i a b l e  s t uden t  da t a .  
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 The  s e r v i ce  cen t e r  ma y  d i s c l os e :  

•  s t udent  d i r ec t or y  i n f or ma t i on  wh en  ne ces s a r y  a nd  t he  s t uden t ’ s  

pa r en t  o r  l ega l  gua r d i a n  has  cons en t ed  i n  w r i t i ng ;  

•  di r ec t or y  i n f or ma t i on  t o  a n  e nha nce me nt  ve nd or  p r ov i d i n g  

ph ot o gr a phy  s e r v i ce s ,  c la s s  r i ng  s e r v i ces ,  yea rb ook  p ub l i s h i n g  

s e r v i ce s ,  me mor a b i l ia  s er v i ce s ,  o r  s i mi l a r  se r v i ce s ;  

•  a ny  i n for ma t i on  r eq u i r i ng  d i s c l os ur e  pu r s ua n t  t o  s t a t e  s ta t ue s ;  

•  s t udent  da t a  pur s ua n t  t o  a ny  l a wfu l  s ubpoe na  or  cour t  o r de r  

d i r ec t i on  s uch  d i s c l os ur e ;  a nd  

•  s t udent  da t a  t o  a  pub l i c  o r  p r i va t e  pos t s econ da r y  educa t i ona l  

i ns t i t u t i on  f or  pur pos es  o f  a pp l i ca t i on  or  ad mi s s i o n  of  a  s t ude n t  t o  

s uch  p os t s econ da r y  educa t i ona l  i ns t i t u t i on  wi t h  t he  s t ude n t ’ s  

wr i t t en  cons en t .  

 S t ude nt  D a ta  Secur i t y  B r ea ch  

 I f  t he r e  i s  a  s ecur i t y  b r ea ch  or  una u t h or i z ed  d i s c l os ur e  o f  s t u den t  

da t a  o r  pe r s ona l l y  i den t i f i ab l e  i n for ma t i on  of  a ny  s t ude n t  s ub mi t t ed  t o  o r  

ma i n t a i ned  o n  a  s ta t ewi de  s t uden t  l on g i t u d i na l  da ta  s ys t em,  ea ch  a f f ec t ed  

s t uden t  o r  t he  pa r en t  o r  l ega l  gua r d i a n  of  t he  s t ude n t ,  i f  a  mi nor ,  s ha l l  b e 

i mmedi a t e l y  no t i f i ed ,  a nd  a n i nves t i ga t i on  i n t o  t he  ca us es  a nd  

cons eq u ences  o f  t he  b r ea ch  or  una u t hor i z ed  d i s c l os ur e  wi l l  b e  conduc t e d .   

 B i o me t r i c  Da ta  

 The  s e r v i ce  cen t e r  s ha l l  no t  co l l ec t  b i o me t r i c  da ta  fr o m a  s t uden t  

or  us e  a ny  dev i ce  o r  mecha ni s m t o  a s s e ss  a  s t uden t ’ s  phys i o l o g i ca l  or  

e mot i ona l  s t a t e ,  un l e s s  t he  a du l t  s t uden t  o r  t he  pa r en t  o r  l ega l  gua r d i a n  of   
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t he  mi n or  s t uden t  cons en t s  i n  wr i t i ng .  “ B i ome t r i c  da ta”  i nc l udes  

mea s ur ab l e  b i o l og i ca l  o r  b eha vi or a l  cha rac t e r i s t i cs  t ha t  ca n  b e  us ed  for  

a u t o ma t ed  r ecogni t i o n  of  a n  i nd i v i dua l ,  such  a s  f i nge r pr i n t s ,  r e t i na  a nd  

i r i s  pa t t e r ns ,  vo i cepr i n t s ,  DN A s eq uence ,  f a c ia l  cha ra c t e r i s t i c s ,  a nd  

ha ndwr i t i ng .  

 N ot h i ng  i n  t h i s  p o l i cy  s ha l l  p r oh i b i t  t he  co l l ec t i on  o f  a ud i o  v o i ce  

r ecor d i ngs ,  f a c ia l  ex pr e s s i on  i n for ma t i on ,  and  s t u den t  ha n dwr i t i ng  for :  

•  pr ovi s i o n  of  co u ns e l i ng  or  ps yc h ol o g i ca l  s e r v i ce s ,  

•  con d uc t i n g  s t ude n t  t h r ea t  a s s e s s ment s ,  

•  co mpl e t i n g  s t ude n t  d i s c i p l i na r y  i nves t i ga t i ons  o r  hea r i ngs ,  o r  

•  con d uc t i n g  ch i l d  a b us e  i nves t i ga t i ons .  

 Se l ec t  S t ude nt  Sur veys  

 N o t e s t ,  q ues t i onna i r e ,  s u r vey ,  o r  exa mi na t i on  co n t a i n i ng  a ny  

q ues t i ons  a b out  a  s t udent ’ s  o r  t he  s t ud en t ’ s  pa r en t s ’  o r  gua r d i a ns’  

pe r s ona l  b e l i e f s  o r  p ra c t i ce s  on  i s s ues  s uc h  a s  s ex ,  f a mi l y  l i f e ,  mor a l i t y ,  

o r  r e l i g i on  s ha l l  b e  a dmi n i s t e r ed  t o  a ny  s t uden t  u n l e s s :  

 A .  t he  pa r en t  o r  gua r d ia n  i s  no t i f i ed  i n  wr i t i ng ;  a nd  

 B .  t he  pa r en t  o r  gua r d ia n  of  t he  s t u de n t  g i ves  wr i t t en  pe r mi s s i on  

for  t he  s t uden t  t o  pa r t i c i pa t e .  

N ot h i ng  s ha l l  p r oh i b i t  s er v i ce  cen t e r  couns e l or s  f r o m pr ov i d i n g  

cou ns e l i n g  s e r v i ce s ,  i nc l ud i n g  t he  a d mi n i s t r a t i on  of  t e s t s  a nd  for ms  

a s  pa r t  o f  s t ude n t  co uns e l i n g  s e r v i ce s .  Any  i n for ma t i on  ob t a i ned  

t h r oug h  s uc h  t e s t s  o r  couns e l i n g  s e r v i ce s  sha l l  no t  b e  s t o r ed  on  a ny  

pe r s ona l  mob i l e  e l ec t r on i c  dev i ce  w hi ch  i s  no t  o wne d  b y  t he  s e r v i ce   
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cen t e r .  S t ora ge  of  s u ch  i n f or ma t i on  o n  pe r s ona l  la p t ops ,  t ab l e t ,  

ph on es ,  f la s h  dr i ve s ,  ex t e r na l  ha r d dr i ve s ,  o r  v i r t ua l  s er ve r s  no t  

ow ned  b y  t he  s e r v i ce  cen t e r  i s  p r oh i b i t ed .  

 S t ude nt s  ma y  b e  q ues t i oned :  

•  i n  t he  p r ov i s i o n  of  ps ych ol og i ca l  s e r v i ce s ,  

•  con d uc t i n g  of  s t ude n t  t h r ea t  a ss e s s me nt s ,  

•  co mpl e t i n g  s t ude n t  d i s c i p l i na r y  i nves t i ga t i ons  o r  hea r i ngs ,  o r  

•  con d uc t i n g  ch i l d  a b us e  i nves t i ga t i ons .  

 C ol l ec t i on  o f  s uch  i n f or ma t i on  i n  t he s e  l i mi t ed  c i r cu ms t a nces  i s  

pe r mi t t ed  wi t h out  p r i o r  wr i t t en  cons en t  o f  t he  pa r en t ,  gua r d i a n ,  o r  a du l t  

s t uden t .  
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